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Abstract. In this article the disclosure risk of mortality statistics such as the 

Standardized Mortality Ratio (SMR) and the Comparative Mortality Figure (CMF) is 

discussed. There are methods to reverse calculate these statistics back to the table data 

on which they are based. This might lead to the disclosure of the cause of death of a 

deceased person. The conclusion of this paper is that the SMR can be published without 

concern, except for small communities where the diversity of causes of death is limited. 

The CMF can be published without concern when the details of the original calculation 

are unknown. When the details are known the CMF can be published when the total 

numbers of deaths of a certain cause are sufficiently high, a relatively large number of 

age categories are used in the original calculation, and the statistic which is used has 

relatively few meaningful digits. 

 

Keywords. disclosure limitation, disclosure control, confidentiality, privacy, mortality 
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1 Introduction 

   Publication of statistics and other quantitative data is a balance between the 

privacy of the people on which the data is based and the need to have detailed 

knowledge as a basis for research and policy development [1]. In this paper we 

will discuss privacy considerations in the publication of basic mortality 

statistics, however, the discussion will in general apply to all basic demographic 

and epidemiological statistics. An important concern in the publication of 

mortality statistics is that the identity of the deceased is not disclosed and 

that the cause of death of a person, possibly a cause of a sensitive nature, 

is made public.  Tabulating mortality data by aggregation of individuals into 

groups with the same cause of death, age, place of residence, ethnicity, and 

other variables of substantive interest, is most often used. By suppressing cells 

with only a few cases [2,3], or by rounding the cell data to numbers such as 

three, five or ten [3,4,5], the information is considered safe for the possible 
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identification of cause of death of deceased persons. Besides cell suppression a 

minimum number of causes of death are required to ensure that the presence in 

a table is not easily associated with a particular cause of death. Besides cell 

suppression and substantive diversity there is variety of other more or less 

sophisticated methods to prevent disclosure of sensitive personal information in 

mortality statistics [6]. 

 

    Another solution to the disclosure problem would be to publish statistics 

based on tables which include rare events and sparsely filled cells, but not 

publish the tables. To enable this for external researchers organizations as the 

CDC/NCHS [7] and Statistics Netherlands [8] allow controlled on-site analysis 

of sensitive data. The UK-ONS has an accreditation system which gives selected 

researchers access to sensitive data followed by an output control procedure [3]. 

However, there is a concern with regard to the publication of statistics which 

are produced in a controlled environment [8]. Statistics might be reverse 

calculated to tables which do not meet the statistics bureau’s stringent criteria. 

This has been researched to a certain extent for regression analysis [9] and has 

led to limitations in the disclosure of the results of complex analysis. These 

limitations can influence the quality of the outcome regression analysis and 

other statistics [10] 

 

   A similar logic of output control and limitation is now being applied with 

regard to the most basic demographic and epidemiological statistics, such as the 

Standardized Mortality Ratio (SMR), Comparative Mortality Figure (CMF), the 

Years of Potential Life Lost (YPLL or PYLL), the life expectancy and directly 

standardized rates. These statistics are at the basis of health policy development 

on the regional, national and international level. These statistics are attractive 

because they are intuitive and can be easily understood by policy makers and 

the general public and therefore these statistics form an important input in 

public debate and decision making. Limiting the number of available statistics, 

or confusing statistics by applying disclosure limitation or masking 

technologies, will have serious repercussions for practice. 

 

   In this paper we discuss some of the arguments which are important in the 

publication of the most commonly used mortality statistics in demography and 

epidemiology and estimate the risk of an intruder reverse calculating such 

statistics. In this paper we will estimate the risk of identifying a person’s cause 

of death and we will make some subjective recommendation regarding the 

“safe” use of epidemiological statistics. Note, this is a paper about risks and not 
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about risk-free, but in the context of mortality statistics we will show that the 

risks of disclosure in relation to mortality statistics are mostly infinitesimally 

small. 

2 Results 

2.1 General remark 

 

   The likelihood of reverse calculating statistics to disclose information about 

individuals is the issue discussed in this paper. Although this seems trivial it is 

important to remember that to recalculate something a calculation has to have 

taken place in the past on identifiable data, that the details of the calculation are 

known, and that the person doing the recalculating is knowledgeable about the 

procedure. For example, it is pointless to recalculate a statistic to find age 

specific death rates if the age specific death rates one seeks have not been used 

in the original calculation.  

2.2 Indirectly standardized statistics 

 

   Indirectly standardized measures, of which the SMR is the most often used, 

are based on the application of the age specific death rates of a larger standard 

population on the age structure of a smaller index population. For example, 

there is a question how a community is doing for a certain cause of death 

compared with the national figure, corrected for differences in demography. It 

is not possible to obtain age specific death rates for the community by 

recalculating the SMR as they have not been used. Recalculating the SMR can 

only be used to obtain the total number of deaths in a community for the causes 

for which the SMR is known. In the Netherlands age specific death rates by age 

and gender for the country are available with a good level of detail for many 

causes, while for even small communities and demographic groups the age 

structure is readily available. It is easy to calculate the expected number of 

death for a certain cause of death for a certain community, and by multiplying 

this number by the SMR for this community the exact number of deaths can be 

obtained. It doesn’t even seem necessary to go through all this recalculating. 

Applying the nationwide crude death rate to the community without 

considering age differences already gives an impression about the number of 

deaths to be expected, multiplying this crude number with the SMR makes this 

estimate a lot better, while recalculating the SMR makes it precise. 
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    How serious is it that the number of deaths for certain causes can be precisely 

obtained for a community? It is not the number of people who die of particular 

causes which is important, but the diversity of causes of death in the group. If 

we know that one person died from a certain cause, while in this same group 

people also died from 5 other causes, the only thing we can say about one 

particular deceased is that the person died from any one of six causes. Some 

more, some less probable. 

 

2.3 Directly standardized statistics 

 

   Directly standardized statistics include the directly standardized rates, the 

CMF and the YPLL. This discussion applies to all these directly standardized 

measures. In calculating directly standardized measures the age structure of the 

larger standard population is applied to the age specific death rates of the 

smaller community. If directly standardized statistics can be recalculated 

detailed information is obtained within age and gender groups in the 

community of the causes of death. Often in the age groups there will be 

insufficient diversity, or no diversity, of causes of death. This will particularly 

be true for younger age groups with a low mortality. In which case one only 

needs to know the age or age band of a deceased person to determine the cause 

of death on the basis of recalculated knowledge. 

    If the total number of deaths for a certain cause is known for a community, 

and we know the age structure of the community and of the larger standard 

population, it is possible by permutating the number of deaths over the age 

structure to produce a large number of combinations of deaths over the age 

categories which can be used to calculate expected CMF or YPLL statistics. The 

expected statistic which matches the observed CMF or YPLL for the community, 

digit by digit, shows the combination of deaths over the age categories which 

produced the observed statistic. A large number of the generated combinations 

will be theoretically unlikely, for example a combination which states that all 

babies died of breast cancer. By introducing rules the number of combinations 

can be reduced and the likelihood of a match which discloses the deaths by age 

improved. The number of unique combinations C for n death over k categories 

is given by [11]: 

 

C = x!/[n!(x-n)!], whereby x=n+k-1      (1) 
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    With two deaths over ten age groups the number of unique combinations 

equals 55. By 5 deaths over 20 age groups there are 42,504 combinations, by 10 

deaths over 20 age group there are 20,030,010 combinations. Another factor in 

finding age specific death rates is the precision of the standardized measure 

with which the combinations are compared. If the standardized measure 

consists of four meaningful digits, thus any value between 0 and 999.9, a 

percentage CMF with one decimal number for example, then 42,504 expected 

combinations have to be rounded to on average 42,504/10,000=4.25 possible 

matches for an observed CMF or YPLL. 

 

Figure 1. Density of expected number death. 

 

    Some expected outcomes are more likely than other outcomes. In the case of 

the CMF values near unity (1 or 100%) are more likely. Figure 1 shows the 

density of the expected number of deaths after permutating 5 deaths over 20 age 

categories of the population of Amsterdam and applying the age specific 

mortality ratios to the population of the Netherlands. The expected number of 

deaths in the Netherlands equals: 

 

 PopulationNL/PopulationAms*5=16829289/811184*5=103.7.  

 



6 Daan G Uitenbroek 
 

 

 

 

    Lastly, recalculating directly standardized measures presumes prior 

knowledge. If the age structure used in the original calculation is not known 

then recalculating becomes nearly impossible because there is no knowledge of 

the age structure over which to permutate the number death. If the working 

hypothesis is that some categorization of the original single age year mortality 

table has been used, and this is considered in the recalculation procedure, the 

number of categorizations to investigate equals a Bell number, the sum of 

sterling number of the second kind [12].  For example, a 105 row single year 

mortality table can be categorized in 1.17E+122 different ways. If only age years 

which are adjacent are combined (11 and 12 are adjacent, 11 and 13 are not 

adjacent), the number of possible categorizations to investigate is given by: 

 

 Cr  = 2(r-1) ; Cr is the n of combinations of adjacent rows in r rows    (2) 

 

    In which case a 105 row table can be categorized in 2.03E+31 different ways. If 

the number of combinations is to be further reduced formulae 3, based on the 

binomial coefficient, can be used to reduce the number of adjacent rows to 

between minc and maxc categories. 

 

                                                                                    (3) 
 

    Say that there is a reason to believe that a 105 rows mortality table was 

reduced to between 10 and 20 adjacent rows, that can be done in 8.34E+19 ways.  

Some form of prior knowledge is always required in reverse calculating 

statistics. If for example age of death could also be measured in months, days, or 

three-quarter years since birth, and that varies, the number of possibilities 

becomes infinite.  

 

3 Conclusions 

   Our article is an attempt to look at the disclosure risks inherent in basic 

mortality statistics by calculating disclosure probabilities. Generally these 

probabilities will be very small in the case of mortality statistics as long as a few 

minimum precautions are observed. Indirectly standardized measures such as 

the SMR which are calculated on the basis of detailed mortality tables can in 
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principle be published without concern for disclosing the cause of death of an 

individual in smaller communities. The exception is very small communities 

were the diversity of different causes of death is small. ONS [3] allows 

publication of mortality statistics when the size of a community is larger than 

5,000. In the context of the argument of this paper that seems to be a very 

reasonable precaution. For males in such a community one would expect on the 

basis of ONS statistics [13] about 58 deaths annually, age standardized, with an 

expectation of at least one death in each of the 9 leading causes of death. For 

females one would expect 43 deaths, with at least one death in each of the 8 

leading causes of death.  

    Directly standardized statistics can be published in any case where there is no 

knowledge of how the original calculation has been done. It is important that 

the original calculation is not implicitly known, for example by using five or ten 

year age categories. If some kind of random or otherwise unexpected age 

structure is used in the original calculation the method of recalculating the data 

becomes very complex and the number of combinations extremely large.  If 

there is knowledge of the original calculation directly standardized statistics can 

be published without concern when the total number of death of a certain cause 

is a sufficient number, a relatively large number of age categories is used in the 

original calculation, and the directly standardized statistic which is published 

has relatively few meaningful digits. The number of combination given a certain 

age structure and number of death divided by the number of significant digits 

in the statistic of interest gives the number of solutions which can be expected 

for each observed CMF or YPLL. When this is above a certain number (say 5 or 

10) the CMF or YPLL can be published. For extreme values of a statistics 

however this number must be higher, for values near unity it can be lower, 

considering a density graph as published in this paper.  

   Lastly, although we are in full support of disclosure control we feel that in the 

case of mortality statistics disclosure prevention techniques are applied to 

prevent extremely small disclosure risks which can in practice only be realized 

by a very knowledgeable intruder doing a great technical and time investment. 

The price to pay for the prevention of this small risk is that great and easy to 

understand statistics which are an important input in health policy 

development and the public discussion become unavailable or unreliable. 
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